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It’s a silent risk they’re living with…

This is How Organizations Manage 
Insider Threat Today…
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Outline

Headlines you don’t want to be in 
Insider Threat Examples
Insider Threat Characteristics – CERT SEI Carnegie Mellon
Real World Incidents don’t discriminate
Challenges, Silos, Blended Threats
Threat Scenarios :
• Terminated Employee access to SCADA
• Smart Meter Disconnect
• Sabotage Attempt
Recommendations
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Headlines you don’t want to be in…
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Ghost Employee Fraud
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• Major Outsourcing company recorded 
payments to 13,000 non-existent 
employees

• Internal controls and auditors could not 
detect incident

• Disclosed by whistleblower

• These employees never entered a 
company facility

• No laptop cell phone etc were issued
• This group never accessed any 

applications
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Drug Diversion Scandal
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• Employees with privileged access 
were scrapping inventory of high-
value pharmaceuticals

• These were sold via online retail 
sites

• Company forced to pay large 
settlement to suppliers 

•Critical Physical and Logical 
Access Violations

• No enhanced monitoring for 
personnel with critical access
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Former Employee  Access Un-
Revoked

7

• Former internal auditor’s 
physical access remained 
active

• Entered VP’s office and 
completed 3 wire transfers 
totaling $9Million

• Still remains at large

• No process for timely removal 
of physical access

• No automated monitoring for 
off-hours access to treasury 
applications
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Unauthorized Change Causes 
Blackout
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• Unauthorized disabling of protective relays by 
field personnel. Change to control systems 
configuration undetected.

• Most extensive blackout, 600,000 customers 
in the southeast left without power

• Company to pay fines in excess of $100 
million 

• Control Systems operate in silos
• Unable to detect unauthorized 

configuration changes
• Unable to respond to incident
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Disgruntled Employee Eliminates 
Preservatives
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• No risk analysis with HR records to 
identify disgruntled employee

• Inability to detect change of 
configuration or process settings

• Disgruntled process employee 
changes settings to eliminate 
addition of preservatives

• Packaged food ships out causing 
many to fall ill and severely 
impacting manufacturers reputation
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Theft of  Customer Information 
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• IT Analysts enters data center after 
hours 

• Accesses confidential customer data,  
and sells customer SSNs to organized 
crime ring 

• No active monitoring or alerting of after 
hours physical access

• No correlation with access to 
confidential information 
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Financial Fraud - Unrestricted Access
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• Finance manager has access to 
accounts payable applications and 
physical access to check printing room

• Creates fraudulent payments and 
collects checks from printing room 
undetected

• No active monitoring of SOD violations 
across physical and logical applications
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Insider Characteristics

Majority of Insiders were Former Employees

• At the time of the incident, 59% of the insiders were former 
employees or contractors

• Reason for Employees Departing:
 48% Fired
 38% Resigned
 7% Laid Off

Source: CERT, Software Engineering Institute, Carnegie Mellon
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Many of  the Insiders were “Techies”

86% of the Employees were Technical
 38% System Administrators
 21% Programmers
 14% Engineers
 14% IT Specialists

Non Technical
 10% Managerial / Professional / Audit
 4% Customer Services/ Other services

Source: CERT, Software Engineering Institute, Carnegie Mellon

No Automated Process to Manage and Monitor 
Privileged User Access
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Thirty Percent Of  Insiders Had a 
Criminal Past AND Had Been 
Arrested

18% Arrests for violent offenses
11% Alcohol or Drug offenses
11% Simple Theft (non-fraud, non-financial)
80% Were noticed by co-workers – acting strangely.

31% of the insiders had a record of disciplinary actions 
within the organization prior to the incident.

Source: CERT, Software Engineering Institute, Carnegie Mellon

If only someone could have correlated the HR records 
to access entitlements.
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Detecting Incidents / Identifying 
Perpetrators

63% of the incidents were detected due to an irregularity
42% detected after system failed
10% detected due to irregularity followed by failure
In 41% of the cases the insider was identified through 

forensic examination of organizations network, 
computers, systems. 24% through examination of the 
insider’s home system.

Source: CERT, Software Engineering Institute, Carnegie Mellon
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Many Organizations Faced Financial 
Impacts from Insider’s Activities

• Financial Loss
• Adverse Impact to Business Operations 
• Damage to Reputation

58% of the organizations experienced financial impact of $20,000 
all the way up to $10 Million

Source: CERT, Software Engineering Institute, Carnegie Mellon
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Insider’s Goal

51% Sabotage IT Networks / Systems
51% Sabotage Business
49% Sabotage Information / Data
35% Harm specific Individuals
25% Sabotage the organization’s reputation

Source: CERT, Software Engineering Institute, Carnegie Mellon
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Real-World Security Incidents Don’t 
Discriminate…

Real world security incidents don’t come neatly 
packaged as IT incidents and non-IT incidents.

Converging IT Security. Physical and Industrial Controls 
Enables a World-Class Response to Real-World 

Incidents

IT 
Systems

Physical 
Access
Control

Systems

Industrial
Control 

Systems
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Complex Risks and Security Challenges
Threats 
 Physical and Cyber protection of sensitive assets
 Critical Asset Diversion (Dangerous Chemicals, Pathogens, Nuclear material ) 
 Cyber  Attacks - Utilities (Water, Power, Gas), Smart Grids, Transportation
 Terrorism (Chemicals stolen to make explosives)
 Bio Terrorism (Food & Beverage, Consumer Products)
 Fraud (Fake employees/contractors)

 Disgruntled employees/contractors (both current and past)

Monitoring both Access and Behavior 
 Do right people have access to assets (job, certifications, background)
 Any suspicious behavior or activities 
 Monitoring Privileged Users and “Access Creep”

Effective Response, Command and Control
 Situational Awareness, Incident Management, First Responder Card
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Incident Management Challenges
Geographically Dispersed assets/locations

 Guards with guns – expensive and not cost-effective
 Impossible to cover all locations 
 Putting guards/employees at unnecessary risk

3 ring binders approach – not suitable for modern times
 We are up against Organized and State Sponsored Crime
 Response has to be instant and appropriate

Audit trail of incident management – very important
 How incident was handled – to learn from mistakes for future
 Making sure no one took advantage of an emergency
 Monitoring First Responders (with privilege comes accountability)

Leveraging investments in technology 
 Non-lethal weapon systems (rubber bullets, sticky foam, non-lethal gas)
 Cameras, sensors, alarms, physical access control systems etc.
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Problem/Challenge:Too Many Silos 
(inefficient, expensive, fraught with risk) 

Human resources

SCADA/ Network

Physical 
security

Governance 
risk & 

compliance

Identity 
management

IT/ERP 
security

Assets

Contractors Background 
Checks

Certification

Internal
Control
Policies 

Industry 
Specific 

Risk Library

Silos of user information

Disjointed processes

Inefficient

Security gaps

No preventive and 
comprehensive risk 

analysis
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Streamlining On-boarding/Off-boarding & 
Close Security Gaps

Enterprise Compliance

Eliminate Overlaps

Workplace Efficiency

Simplify & automate on-
boarding & off-boarding

Human resources

SCADA/ Network

Physical 
security

Governance 
risk & 

compliance

Identity 
management

IT/ERP 
security

Assets

Contractors Background 
Checks

Certification

Internal
Control
Policies 

Industry 
Specific 

Risk Library
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Addressing Blended Threats
The Problem:
The Solution: Unique capabilities:

• True prevention of threats 
from theft, fraud, sabotage 
and terrorism

• Rule based risk analysis 
across IT, Physical & 
Industrial Control Systems 

• Take Incident management 
to the next level with built-in 
programmed remediation

• Built-in intelligence (domain/ 
application context)  
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Threat Scenarios

The following examples are scenarios where detecting 
blended threats across IT, Physical Access and Control 
Systems can Detect and Prevent incidents from 
occurring:
1. Terminated Employee(s) have access to SCADA assets

2. Disgruntled Employee Attempts Smart Meter Disconnect

3. Utility Employee Enters Remote Substation with Intent to 
Sabotage Grid
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Problem/Challenge:  
Risk analysis too complex for non-technical staff

Threat Scenario #1 – Terminated 
Employees have Access to SCADA

Can you determine risk 
from this table?
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Visual Identification of  Critical Assets
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Risk: Terminated 
Employee has 

access to SCADA

Critical Assets - Risks Identified
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Access approval is complex and too 
technical



ICSJWG 2010 Spring Conference

Business layer across IT and Physical 
Access reduces complexity
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Identify Systems and Applications 
Requiring Access
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Automated Remediation and Mitigation
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Access Revoked – Risk Remediated 
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Threat Scenario #2 – Smart Meter (AMI) 
Remote Disconnect Malicious Attempt

Scenario: John has privileged access to provision meters 
remotely. John was denied promotion. John attempts to remotely 
disconnect hundreds of meters
Insider Threat Solution should:
 Monitor criticality of access at time of provisioning
 Assign mitigating controls
 Trigger mitigating control when meters first disabled
 Generate alert and revoke access
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Visualize Plant Assets, Networks, 
Users and Risk



ICSJWG 2010 Spring Conference

Ability to display risks related to Smart 
Meter
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Threat Scenario #3 – Sabotage attempt 
by disgruntled employee
Scenario: Attempt to shut down grid by disabling 

two levels of protective relays and defeating 
interlocks.

A Solution must be able to:
Identify and confirm incident
Initiate notification workflow
Invoke Geo-Spatial Monitoring
Initiate Lockdown Sequence
Notify first responders for dispatch
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Geo-spatial view of  Substation
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High Severity – Drill Down For Detail
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Substation – Sabotage risk! 
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Access Live Video & Initiate Physical 
Lockdown
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Insider Threats Occur in the Real World.

Management Staff

Managers responding to incidents need real-time 
information on evolving threats, potential perimeter 
breaches and unauthorized access to critical assets.

Real World Incidents Require a World-Class Response

PEOPLE
PROCESS

TECHNOLOGY
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Best Practice Recommendations to 
Reduce Insider Threat
• Organizations must deal with insider threat as a security incident –

not just cyber or physical or safety
• Implement systems to correlate information from ERP applications, 

facilities, critical assets, and control systems
• Develop an Insider Incident Response plan – leverage existing IT 

and Surveillance systems to deliver real-time situational awareness 
to operational managers

• Create a program to monitor privileged users like system 
administrators even closer – leverage Key Risk Indicators (KRIs) and 
Risk Libraries

• Terminations: Deactivate IT Access and Physical Access immediately 
- don’t just leave it to the Guns and Guards 
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Flagship Customers

• Oklahoma Gas & Electric
• Allegheny Energy
• Nike
• SITA Netherland

Pilot Projects
• TSA – Top US Airport 

Security
• DHS, non-lethal weapon 

system

Experienced Team 
with Successful Track 
Record
• Founded Application Security 

company Virsa Systems 
($400M acquisition by SAP)

AlertEnterprise Company Overview
Most Innovative 
Company Awards
• RSA Conference 2009
• Security Summit 2009
• SAP TechEd Demo Jam
• ASIS Top 10 Award 2009
• GSN – Homeland Security

Key Partners
• Deloitte
• PWC
• SAP
• Oracle
•Cisco

Market Advantage
•Application Security 
Context & Domain 
Knowledge



Thank You
Pan Kamal

AlertEnterprise, Inc.
Pan.Kamal@AlertEnterprise.com
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