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Headlines you don’t want to be In...

Enterprise Access Security News

TO DAY "5 EDITIDN

"Dummy" EI‘HPIG"’I’EE ] A“gry El'EI‘IQII‘IEEI‘ Former Auditor at Cal Water |
Scandal at Satyam | g1+ Malicious Executes Fraudulent Wire
s ehage Sedg Supundun g Transfers after Resigning

«woe | Code in Fannie
-~ ' Mae networh

Countrywide — |
| ‘ﬂnaﬂ}sgrﬂi‘eam Disgruntled Ex-contractor

Gu,gm.m er SSps Brings Down Network for
2 Weeks at Pacific Energy

et Drug Diversion
scandal at

Reset Passwords at City of Cardinal Health
San Francisco Locks NMetwork

L
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Ghost Employee Fraud

* Major Outsourcing company recorded
) payments to 13,000 non-existent
| spummy” Employee mployees
{ ::: “.dn\ at SnWQ.m e p y .
e ez Lo Internal controls and auditors could not
—eommisss [ detect incident

' | Disclosed by whistleblower

RN
>

iy _,)  These employees never entered a

' company facility

* No laptop cell phone etc were issued
e This group never accessed any

- applications

———
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Drug Diversion Scandal

 Employees with privileged access
were scrapping inventory of high-
value pharmaceuticals

* These were sold via online retall
sites

« Company forced to pay large
settlement to suppliers

Critical Physical and Logical
Access Violations

 No enhanced monitoring for
personnel with critical access
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Former Employee Access Un-
Revoked

* Former internal auditor’s
physical access remained
] active
* Entered VP’s office and
completed 3 wire transfers
totaling $9Million

~* No process for timely removal
of physical access
 No automated monitoring for
off-nours access to treasury
~ applications
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Unauthorized Change Causes
Blackout

| * Unauthorized disabling of protective relays by
field personnel. Change to control systems
configuration undetected.
| « Most extensive blackout, 600,000 customers
\ in the southeast left without power
» Company to pay fines in excess of $100
| million

s Control Systems operate in silos
e Unable to detect unauthorized
configuration changes
'+ Unable to respond to incident
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Disgruntled Employee Eliminates
Preservatives

* Disgruntled process employee ) Fo
changes settings to eliminate /" Faceq W‘?Cessl € Plap
addition of preservatives | Contapy, " t
* Packaged food ships out causing Nation Fingg
many to fall ill and severely e g T P
Impacting manufacturers reputation " may P

* No risk analysis with HR records tok
identify disgruntled employee
-+ |Inability to detect change of
\ configuration or process settings
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Theft of Customer Information

 IT Analysts enters data center after
hours

« Accesses confidential customer data,
and sells customer SSNs to organized
crime ring

* No active monitoring or alerting of after
hours physical access
e No correlation with access to
— confidential information
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Financial Fraud - Unrestricted Access

— ) i
Finance Manager  J ¢ Finance manager has access to
Creates Fictitious 4 1 gccounts payable applications and

/. vendors ' physical access to check printing room

' |« Creates fraudulent payments and
collects checks from printing room
undetected

"« No active monitoring of SOD violations
~across physical and logical applications
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Insider Characteristics

Majority of Insiders were Former Employees

e At the time of the incident, 59% of the insiders were former
employees or contractors

 Reason for Employees Departing:
48% Fired
38% Resigned
7% Laid Off

Source: CERT, Software Engineering Institute, Carnegie Mellon
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Many of the Insiders were “Techies”

86% of the Employees were Technical
38% System Administrators
21% Programmers
14% Engineers
14% IT Specialists

Non Technical
10% Managerial / Professional / Audit
4% Customer Services/ Other services

No Automated Process to Manage and Monitor
Privileged User Access

Source: CERT, Software Engineering Institute, Carnegie Mellon
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Thirty Percent Of Insiders Had a
Criminal Past AND Had Been
Arrested

18% Arrests for violent offenses

11% Alcohol or Drug offenses

11% Simple Theft (non-fraud, non-financial)

80% Were noticed by co-workers — acting strangely.

31% of the insiders had a record of disciplinary actions
within the organization prior to the incident.

If only someone could have correlated the HR records
to access entitlements.

Source: CERT, Software Engineering Institute, Carnegie Mellon
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Detecting Incidents / Identifying
Perpetrators

63% of the incidents were detected due to an irregularity
42% detected after system failed
10% detected due to irregularity followed by failure

In 41% of the cases the insider was identified through
forensic examination of organizations network,
computers, systems. 24% through examination of the
Insider’s home system.

Source: CERT, Software Engineering Institute, Carnegie Mellon
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Many Organizations Faced Financial
Impacts from Insider’s Activities

 Financial Loss
e Adverse Impact to Business Operations
« Damage to Reputation

58% of the organizations experienced financial impact of $20,000
all the way up to $10 Million

Source: CERT, Software Engineering Institute, Carnegie Mellon
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Insider’s Goal

51% Sabotage IT Networks / Systems

51% Sabotage Business

49% Sabotage Information / Data

35% Harm specific Individuals

25% Sabotage the organization’s reputation

Source: CERT, Software Engineering Institute, Carnegie Mellon
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Real-World Security Incidents Don’t
Discriminate...

Real world security incidents don’t come neatly
packaged as IT incidents and non-IT incidents.

IT ~_ Physical Industrial
Systems Access Control 5
Control Systems

Systems

Converging IT Security. Physical and Industrial Controls
Enables a World-Class Response to Real-World
Incidents
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Complex Risks and Security Challenges

Threats
Physical and Cyber protection of sensitive assets
Critical Asset Diversion (Dangerous Chemicals, Pathogens, Nuclear material )
Cyber Attacks - Utilities (Water, Power, Gas), Smart Grids, Transportation
Terrorism (Chemicals stolen to make explosives)
Bio Terrorism (Food & Beverage, Consumer Products)
Fraud (Fake employees/contractors)
Disgruntled employees/contractors (both current and past)

Monitoring both Access and Behavior

= Do right people have access to assets (job, certifications, background)
= Any suspicious behavior or activities

= Monitoring Privileged Users and “Access Creep”

Effective Response, Command and Control

= Situational Awareness, Incident Management, First Responder Card
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Incident Management Challenges

Geographically Dispersed assets/locations
= Guards with guns — expensive and not cost-effective
= |mpossible to cover all locations
= Putting guards/employees at unnecessary risk
3 ring binders approach — not suitable for modern times
= \We are up against Organized and State Sponsored Crime
= Response has to be instant and appropriate
Audit trail of incident management — very important
= How incident was handled — to learn from mistakes for future
= Making sure no one took advantage of an emergency
= Monitoring First Responders (with privilege comes accountability)
Leveraging investments in technology
= Non-lethal weapon systems (rubber bullets, sticky foam, non-lethal gas)
= Cameras, sensors, alarms, physical access control systems etc.
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Problem/Challenge: Too Many Silos

(inefficient, expensive, fraught with risk)

< —
T
éof user informh
/ Disjointed processes \\
Inefficient \
- ( Security gaps ) >
\ No preventive and /

comprehensive risk
\ analysis /

\v/

- —
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Streamlining On-boarding/Off-boarding &
Close Security Gaps

Enterprise Compliance
Eliminate Overlaps

Workplace Efficiency
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Addressing Blended Threats

he Problem:

he Solution:

Unique capabilities:

e True prevention of threats
from theft, fraud, sabotage
and terrorism

* Rule based risk analysis

. ' | across IT, Physical &

A | Industrial Control Systems
ey AWM |- Take Incident management
@ | tothe next level with built-in
programmed remediation
e Built-in intelligence (domain/
application context)
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Threat Scenarios

The following examples are scenarios where detecting
blended threats across IT, Physical Access and Control

Systems can Detect and Prevent incidents from
occurring:

. Terminated Employee(s) have access to SCADA assets
. Disgruntled Employee Attempts Smart Meter Disconnect

. Utility Employee Enters Remote Substation with Intent to
Sabotage Grid
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Threat Scenario #1 — Terminated
Employees have Access to SCADA

Can you determine risk

DEOCUMENT TITLE: EFFECTMVE CATE . ?
CIP002-1|  Critical Cyber Assets 0dan 2008 from this table”

FOCUMENT CVAER: | FEVIEED LATE.
Director, Transmission Services 4-Feb-200%
FHFROVED DATE

VP Electric Utilities Rick Prorty Nuner =

VPG — BEZ x Cybar & Lewel

BES-01-001 CIP-002-1 R3

e Cyber Aszat Wotes on Assat Cyber
: l ! Noles on Crtealty of ASSES5 | gentmeation Cticalty -

Saction

[r— .
Dewhisg Code Asset Description

hulifer - QN L E ST 1122 Sakuiydor 521 e of R lchtart pla

L. o - 0123 Saiiden 521 i it Pioiatie, bt Chi-Lp
L, T M1.22 Scewiion £21 Nt Moiie, Mot Dii-Lp

LT T BT W122 Soebrie 1 R33

W122 Soebrie s R33

122 Sebwiion 5 Other Smmworiy. bt I Acosamitie

8

1122 Sebwinior : 1 Cther

122 Sabwivier 5 Mk Appizabis ek ot Wk Dhi-Lis

122 Sebainien 1 Nk Applicatie hct ioutie, bt DL
1122 Sekuiyder 521 ok Apgilcatis i om Micuinbis (e i |
123 Gansrston
Hamcums

EIEIENEREREIEREIENR

bt J1 o B e S 532

i AL o |M23G bon e
elfee ] AR L, S Y P 537

H123 Genembon
Nacume
H123 Genembon
Hemirs
W1.23 Genenbon
Hemire
W12 Canarebon
Hcurs
W12 Canarebon
Hcurs
123 Ganerabon
M.
123 Ganerabon
M.

oo i et S fm e . E3Z4541

ENERENEEREIEIE

R E324541 1 tict Piraiaiis, ot Dini-Lp

i [ {0 LT [T E324541

|

|

V08T 0 0 o e E324541

|

5324541 1 it P, ot Dii-Lip

|

5324541 1 it P, ot Dii-Lip

|

5324541 1 it P, ot Dii-Lip
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Visual Identification of Critical Assets

Home Reports Set Up Help

Welcome Joe Black «|

Home « Compliance Visuals « Insight

RN AN | = corch o Bl : TOOLS ~ SETTINGSY  ACTIONS v o=l

[S] Sub-station 1 App Server

[S] Sub-station 1 SCADA

(S| HMI

= _
araNETWOTCT [§] PI Historian

[fh-Sub-station-1-Contral Center (8] Sub-station 1 Comm. Server

Wireless Link
|j, Sub-station 2 Control Center
.fjl Critical Assets |], Generation Station 1
|], Generation Station 2

|j, Sub-station 3 Control Center

E

Position Contral
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Critical Assets - Risks Identified

Home Reports Set Up Help

Welcome Joe Black

Home ® Compliance Visuals ¢ Insight

OLS + SETTINGSa  ACTIONS + |[ogul=leed

s MMetwark
s MMetwark 2

Metwork
B 5 sers
Sub-station 1 SCADA

4% Risks

[ Change Logs

Position_Control

Risk: Terminated
Employee has
access to SCADA

%, Terminated users have active access to the SCADA system.

A%, SOA Risk-Ability to modify relays through SCADA and change access to Pl Historian.
m Critical configuration changes can be performed by a single user.

,‘1‘, Terminated users have active physical access to the SCADA system.

A%, Valid remote access to non-employees with admin privileges.
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Access approval Is complex and too
technical

g Ser'-.-'iceINarne Yirsa SAaP adapter for DR1
ﬁﬂl Sfon e e T e Detail Logging TRUE
Access Enforcer Select Systern URL http:Afvirdb2:50100/AESelectSyvstermnmService_5_ 2 Configl?
= GEFEE=EC b8 ® [0 visd
. |:-.i¢'\i-.‘-F‘"\-c-l: o — s |Tivaoli Directory Integrator location rrni:.-".-"l?_Z.16.159.2:16231.-"IT!:)IDispatc:her i i
2 S A Wat s [y Miarssgeient - uﬂ'-l"ll I'I-=l'hn=lnn| Abduter | hecmzcora | RooESS Enforcer Request URL http: Afvirdbz2: 501008 ESubmitRequestService_ 5_ Z/Configl?

! wsd
-l Sndaond pis User 1d WIRSAITIM
Kty Cenies

B3 Weregrnee: Carplap resre e -"i-':“-._:-"l'“'-'f'-" Svystermn Identifier DRl
W [ty st Hiake i e E————— User Id WIRSAITIM
[ EI";TS;:;* rn_r_ufn_n Mo workflow
£ B Iy sooes schewna B T&5F_CHANGECRWNILLTA_HEADER avnetOrgPerson
¥ _ﬁ [keniity o Wk mecdntey Full Mame Aanjani Jha
+ (Bl 54 Prorionandg Fraresa avnet Job Mumber oooo
100 GAL S0 AE Prowviseteng Fras aliases ajhai
3 HTTHE Prorsioning Pakder AovnetID ajhal
= j i‘*“ P'“':“"“ Avnet Status Code A
Eiiy Vo Cryaiar il First Mame anjani

- [rardity Mansgersnt
_Incr:,_m“h*. Password Last Changed Date |Z007051 723042
N rade Fleaia Custom Display ajhal

Trganizational Roles ITAaM Role

==
(= =] aD Role
H ey ﬁ Qroaup ﬁ_ role resource type =2 Enterprise LOAF role

Wirsa role

Last Mame Jha

avnet Corp. Number ooo

avnet Dept. Nurnber u}

Mew Resourcese .. Avnet Branch Mumber u]

S A
D atabase Table Mo workflow
Craomino Active Syvnic - == ==
D omino o= ateweay Manager Last Mame Srmathers
Exchangs 5.5 Manager First Mame Esill
Flat File fctiveSync Requestor Email anjani.ja@awvnet,com
Eroupheise Manager Email bill.smathers@avnet.com
HPF —LJ > User Last Mame Jha
L P Paszsword Last Changed Date 2007060422502
LD 2AP Changelog Sctive=vwnc Emplovese Type ME Wy
L2AP Listenser Active=ync Request Reason Testing Only
Micro=oft ldentity Integration = FRequestor First Mame TELC
M EtvESre D= Company AMMET MA
tletware MDD = Active=Sync User First Mame Anjani

2 FRequestor Last Mame YWIRSAITIM
Red Hat Lins: Pricrity HIGH

FRemedy

Remaedy SActive=ync

FReque=st. .

Dwner anjani Jha

Service Virsa AP adapter for DR1
Location FPHOEMIX

User Email anjani.jha@avnet.com

1 Y v/ o W W [ vr’l L] lv N Wl 11N Wl I




Business layer across IT and Physical
Access reduces complexity

-

u Request Number: 92 @ Manager - Help 2

Request Category: New Access User ID: Shailey Comments (8)

First Name: Susan Last Mame: Bailey

. &) Histol ]
Email: Sbailev@harwely.comm Telephone: 510-310-4536 () History (£)

Details ACCess || Risks {Z) || Screening (5)

Show Systems (5) (=) Roles (5) | Add Role(s) | | Remove Role(s)

ey o

& Attachments (0)

Role Type System From

Reaction Floor Area Physical Facility Badging Swstem 0470172009 04702/ 2011

Armmonia Storage Zone  Physical Facility Badging Swstem 04/01/2009 04702/2011

Modify PLC Settings Logical Contral Systemns | Plant Distributed Control 04/0172009 0470272011

Manage DCS 6 Logical Control Systems  Plant Distributed Control 0470172009 04702/2011

Manage Tier 2 substance Logical ERP System

04/01/2009 040272011

| Approve I Hold I Foreard || Reject Il Evalute Risk |

2008 @ Copyright Alert Enterprize, All rights rezerved.

ICSIJWG 2010 Spring Conference




ldentify Systems and Applications
Requiring Access

-y

I-ii Request Number: 92 @) Manager - Help =

Request Category: New Access User ID: Shailey = Comments (8)
First Mame: Susan Last Mame: Bailey

. L) Histol i
Email: Shailey@harwely.com Telephone: S10-310-4536 () History (8)

Details ACCESsSs H Risks (2) || Screening (5)

Roles (5) Add Systemi(s) | | Remove Systemi(s) |

& Attachments (0)

Show (=) Systems (5}

Ry

My Systems

System owner Action ¥alid From ¥alid To

Facility Badging System Mark Truman Mew User 0470172009 0470272011

ERP Syster Drawid Hill Mew User 0470172009 04702/2009

Plant Distributed Contral Sy Sturdy Butler Mew User 0470172009 0470272009

Dther Systems

| Approwe I Hold I Forvrard I Reject I Evalute Risk |

2008 @ Copyright Alert Enterprize, All rights reserved.
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Automated Remediation and Mitigation

Home

Reports

Set Up Help

Welcome Joe Black

" Remediate Risk

|¥] Disable Ted Hawk's Physical Access to the Drug Shipment Zone,
|| Disable Ted Hawlk's IT Access to Inventory Control in the ERP System.

[ Continue [ Cancel |

The following actions will be taken to remediate the risk PHINYO1 for personnel Ted Hawk.
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Access Revoked - Risk Remediated

—————

Set Up Help

Risk Remediation for risk NERC CIPD06-R1, CIPD04-R2 for personnel Dave Jackson has been
successfully performed. A request has been created to complete the process.

Risk:

Level:

CIPO0GR15-00Z - Terrminated Personnel have walid physical access to critical cyber
assets,

High

Compliance Requirements: NERC CIPO0&-R1, CIPOO4-RZ

Yiolations:

Impact:

Business Process:

Risk Owner:
Details:

User

Jones Wo
Dave Jackson
Mike Singer
John Smith
Mark Croe

O OO O

Lisa Ravy

| Remediate Risk

13

Personnel can gain unauthorized access to critical cyber assets leading to sabotage
hurting the reliability of the Bulk Electric Systermn (BES).

Transriission Operations

Tom Meguire

Position System Roles

Sub-station Manager Sanlose GE PP Sub-station Control Room
SCADA Operatar Zanlose GE PP Sub-station Cantral Roarm
Load Analyst I Sanlose GE PP Transrmission Switch rard
Inter-connect Manager Zanlose GE PP Sub-station Cantral Roarm
Load Analyst IIL Corporate Honeywell Transrmission Switch rard
Generator Mechanic Corporate Honeywell Generatar I Contral Center

Mitigate Risk | Forward | | Back |
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Threat Scenario #2 - Smart Meter (AMI)
Remote Disconnect Malicious Attempt

Scenario: John has privileged access to provision meters
remotely. John was denied promotion. John attempts to remotely
disconnect hundreds of meters

Insider Threat Solution should:
Monitor criticality of access at time of provisioning
Assign mitigating controls
Trigger mitigating control when meters first disabled
Generate alert and revoke access
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Visualize Plant Assets, Networks,
Users and Risk

onta; ign Out

A IertEnterpri se True Convergence of Physical and Logical Security

Home Reports Action Risk Library Setup Help Welcome Gary Higgins

Home « Compliance Visuals » Insight

LU AN =i 2l n critical gsseg{ SEARC ooLs SETTINGSY  ACTIONS v [daitwe] n

i MNEtwork 1 & John Doe

A, Risks :
[fly-Sub=station1 Contral Contdf® ¢ MooreCh

& sers
@ Sub-station 2 Control -:ente?“ ng TayloJo

:], Generation Station 1 HQ,. AnderWi

M\ Gritical Assets
i]a Generation Station 2

ﬂl Sub-station 3 Control Center

Pasition Coritrol

& @ € Internet + 100% -
@/ Start| | [~ Inbox - Microsoft O... | 33 Untitled - Message ... | (&3 Microsoft PowerPoi... || @ Alert Enterprise - ... B8 Adobe Photoshap C... | & Flex Development - ... Links ® = 99% :J & « B BREVE 11:58 am
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Ability to display risks related to Smart
Meter

W dAr | 1 alert Enterprise |7:f Page ~ 1F Tools -

Request Category: HMewHire FirstName: John
Userld: 1Doe LastMame: Doe

Telephone: YalidFrom: 09/1&/2009

J Details ACCESS I Certification I History I Attachments

Show: () Risks(1} (_J

Mitigation Control{0) [ Mitigate Riske |

Risk Description Resource Critical Control Id Action

RK43 ahility to rerotely disconnect meters DAl High Add mitigation control

REK44 Unrestricted physical access to control room Cal High Add mitigation control

Forward | Reject || Evaluate Risks | | Cancel

@ Interne
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Threat Scenario #3 — Sabotage attempt
by disgruntled employee

Scenario: Attempt to shut down grid by disabling
two levels of protective relays and defeating
Interlocks.

A Solution must be able to:
ldentify and confirm incident
Initiate notification workflow
Invoke Geo-Spatial Monitoring
Initiate Lockdown Seqguence
Notify first responders for dispatch
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Geo-spatial view of Substation

Home Reports Set Up Help Welcome Joe Black

Alert ID: 245 Severity: [ __gg Help 7

J Details H Events ‘ Logs H Comments ‘ Attachments ‘

Summary: Unauthorized disabling of 2-levels of protection relays at the
Salinas Generation Facility perforrned. This may be a
sabotage attermpt

Impact: Disabling of protective relays could cause a blackout and could
lead to equiprnent darmage at the sub-station,

Personnel: Ynknown
DatefTime: 02/09/2002 19:56 PM

Location: Fremont Transmission Sub-Station

Organisation: Transmission

Remediation Scripts

Task Priority  Status Task ID # 2  Manual

Situation Analysis and Incident High Closed Task: Initiate Area Lockdown and Dispatch Security Personnel
Confirmation . )

— - - Assigned To:  Tom Hopkins Priority:  High
Initiate Area Lockdown and Dispatch  High QOpen

Security Personnel Start: 25 Feb 09 10:52PM Status: Qpen v

Send Emergency slerts to personnel, High Closed Precedence: 2 Due By: 25 Feb 09 10:57FM

Law Enforcement and Managerent
. - ) . Comments:
Initiate Utility Inter-connection High QOpen

procedures to avoid blackaout, [*]

| CREATE HEW TASK | | SAVETASK | | PREVIDUS TASK | | NEXT TASK

| Submit I Reject Create Case Nl Back |
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High Severity - Drill Down For Detail

Home Reports Set Up Help

Alert ID; 245 Severity: | _

Help
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Substation - Sabotage risk!

Home Reports Set Up Help Welcome Joe Black

alert Sabotage Risk detected

Unauthorized disabling of 2 levelz of protection relays

D= eipisan in the control center.

Option 1 View Rizk details
Option 2 Zoom into Control Center

| l Submit J l Reject J l Hold J [ Forward JL Create Case JL Back J
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Access Live Video & Initiate Physical
Lockdown

Home Repaorts Set Up Help Welcome Joe Black

»

o anm era|@ptions

[Door®ptions

l [ ¥ -
- i e o = |
s B Bl 1 s
TR || M
d? i :
f \ L
15 h=
i iz
= = i
; Iil'i::
= it l
f ] . 1
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Insider Threats Occur In the Real World.

Real World Incidents Require a World-Class Response

L& iy

Management Staff

PEOPLE
PROCESS
TECHNOLOGY

Managers responding to incidents need real-time
Information on evolving threats, potential perimeter
breaches and unauthorized access to critical assets.
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Best Practice Recommendations to
Reduce Insider Threat

Organizations must deal with insider threat as a security incident —
not just cyber or physical or safety

Implement systems to correlate information from ERP applications,
facilities, critical assets, and control systems

Develop an Insider Incident Response plan — leverage existing IT
and Surveillance systems to deliver real-time situational awareness
to operational managers

Create a program to monitor privileged users like system
administrators even closer — leverage Key Risk Indicators (KRIs) and
Risk Libraries

Terminations: Deactivate IT Access and Physical Access immediately
- don't just leave it to the Guns and Guards
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AlertEnterprise Company Overview

Flagship Customers

» Oklahoma Gas & Electric
* Allegheny Energy

* Nike

» SITA Netherland

Most Innovative
Company Awards

* RSA Conference 2009

e Security Summit 2009

e SAP TechEd Demo Jam

« ASIS Top 10 Award 2009
e GSN — Homeland Security

Pilot Projects
* TSA — Top US Airport
Security

* DHS, non-lethal weapon
system

Key Partners

Deloitte
e PWC

e SAP
Oracle
«Cisco

Experienced Team
with Successful Track
Record

» Founded Application Security

company Virsa Systems
($400M acquisition by SAP)
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= Application Security
Context & Domain
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hank You

Pan Kamal
AlertEnterprise, Inc.
Pan.Kamal@AlertEnterprise.com

AlertEnterprise/

True Convergence of Physical and Logical Security @
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